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Foreword

With the entry into force, on 1 July 1998, of the 1994 amendments to the
International Convention for the Safety of Life at Sea (SOLAS), 1974, which
introduced a new chapter IX into the Convention, the International Safety
Management (ISM) Code was made mandatory. Chapter IX was amended
by resolution MSC.99(73), which entered into force on 1 July 2002, and by
resolution MSC.194(80), which entered into force on 1 January 2009.

The Code’s origins go back to the late 1980s, when there was mounting
concern about poor management standards in shipping. Investigations into
accidents revealed major errors on the part of management, and in 1987
the IMO Assembly adopted resolution A.596(15), which called upon the
Maritime Safety Committee to develop guidelines concerning shipboard and
shore-based management to ensure the safe operation of ro-ro passenger
ferries.

The ISM Code evolved through the development of the Guidelines on
management for the safe operation of ships and for pollution prevention,
adopted in 1989 by the IMO Assembly as resolution A.647(16), and the
Revised Guidelines, adopted two years later as resolution A.680(17), to its
current form, the International Management Code for the Safe Operation
of Ships and for Pollution Prevention (International Safety Management
(ISM) Code), which was adopted in 1993 as resolution A.741(18). This Code
was amended in December 2000 by resolution MSC.104(73), and these
amendments entered into force on 1 July 2002. It was further amended
in December 2004 by resolution MSC.179(79), and these amendments
entered into force on 1 July 2006. It was further amended in May 2005
by resolution MSC.195(80), and these amendments entered into force on
1 January 2009. The ISM Code was also amended in December 2008 by
resolution MSC.273(85). This resolution was adopted on 1 January 2010, and
the amendments entered into force on 1 July 2010. The Code was further
amended in June 2013 by resolution MSC.353(92) and these amendments
entered into force on 1 January 2015.

In 1995, the IMO Assembly, recognizing the need for uniform implementation
of the ISM Code and that there might be a need for Administrations to
enter into agreements in respect of the issuance of certificates by other
Administrations in accordance with SOLAS chapter IX and the ISM Code,
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adopted the Guidelines on implementation of the International Safety
Management (ISM) Code by Administrations by resolution A.788(19).
Revised Guidelines adopted by resolution A.913(22) in November 2001,
and subsequently by resolution A.1022(26) in December 2009. These
Guidelines were replaced with Revised Guidelines on the implementation
of the International Safety Management (ISM) Code by Administrations
which were adopted by resolution A.1071(28) in December 2013, which
in turn have been revoked by the new Revised Guidelines, as adopted by
resolution A.1118(30) with effect from 6 December. Resolution A.1118(30)
revokes resolution A.1071(28) with effect from 6 December 2017.

This publication includes the texts of SOLAS chapter IX and the
ISM Code. Additionally, Revised Guidelines for the operational implementation
of the International Safety Management (ISM) Code by Companies
(MSC-MEPC.7/Circ.8), Guidance on the qualifications, training and experience
necessary for undertaking the role of the designated person under the provisions
of the ISM Code (MSC-FAL.7/Circ.6), Guidance on near-miss reporting
(MSC-MEPC.7(Circ.7), CGuidelines on Maritime Cyber Risk Management
(MSC-FAL.7/Circ.3) and Maritime Cyber Risk Management in Safety Management
Systems (resolution MSC.428(98)) are included.

The footnotes given in this Code are inserted for reference and guidance
purposes and do not constitute requirements under the Code. However, in
accordance with paragraph 1.2.3.2, all relevantguidelines, recommendations,
etc. should be taken into account.
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International Convention for the Safety
of Life at Sea, 1974, as amended

Chapter IX’
Management for the safe operation of ships

Regulation 1
Definitions

For the purpose of this chapter, unless expressly provided otherwise:

1 International ~ Safety Management (ISM) Code means the
International Management Code for the Safe Operation of Ships and for
Pollution Prevention adopted by the Organization by resolution A.741(18), as
may be amended by the Organization, provided that such amendments are
adopted, brought into force and take effect in accordance with the provisions
of article VIII of the present Convention concerning the amendment
procedures applicable to the annex other than chapter I.

2 Company means the owner of the ship or any other organization or
person such as the manager, or the bareboat charterer, who has assumed the
responsibility for operation of the ship from the owner of the ship and who
on assuming such responsibility has agreed to take over all the duties and
responsibilities imposed by the International Safety Management Code.

3 Oil tanker means an oil tanker as defined in regulation 11-1/2.22.

" Chapter IX of the annex to the 1974 SOLAS Convention was adopted by the
1994 SOLAS Conference. It was accepted on 1 January 1998 and entered into
force on 1 July 1998. The text was amended by resolution MSC.99(73) adopted in
December 2000, and these amendments entered into force on 1 July 2002. it was also
amended by resolution MSC.194(80) adopted in May 2005, and these amendments
entered into force on 1 January 2009.

"i.e. “the oil tanker defined in regulation 1 of Annex | of the Protocol of 1978 relating
to the International Convention for the Prevention of Pollution from Ships, 1973".
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4 Chemical tanker means a chemical tanker as defined in regulation
V82"

5 Gas carrier means a gas carrier as defined in regulation VI1/11.2.7

6 Bulk carrier means a ship which is constructed generally with single

deck, top-side tanks and hopper side tanks in cargo spaces, and is intended
primarily to carry dry cargo in bulk, and includes such types as ore carriers
and combination carriers.*

7 Mobile offshore drilling unit (MODU) means a vessel capable
of engaging in drilling operations for the exploration for or exploitation of
resources beneath the sea-bed such as liquid or gaseous hydrocarbons,
sulphur or salt.

8 High-speed craft means a craft as defined in regulation X/1.

Regulation 2
Application®

1 This chapter applies to ships, regardless of the date of construction,
as follows:

.1 passenger ships including passenger high-speed craft, not
later than 1 July 1998;

.2 oil tankers, chemical tankers, gas carriers, bulk carriers and
cargo high-speed craft of 500 gross tonnage and upwards, not
later than 1 July 1998; and

" i.e. “a cargo ship constructed or adapted and used for the carriage in bulk of any
liquid product listed in chapter 17 of the International Bulk Chemical Code”.

" i.e. “a cargo ship constructed or adapted and used for the carriage in bulk of any
liquefied gas or other product listed in chapter 19 of the International Gas Carrier
Code”.

¥ Refer to resolution MSC.79(70) relating to interpretation of provisions of SOLAS
chapter XII on additional safety measures for bulk carriers.

¥ Refer to the Interim Scheme for the compliance of certain cargo ships and special
purpose ships with the Management for the safe operation of ships (MSC.1/Circ.1231).
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1974 SOLAS Convention, chapter IX

.3 other cargo ships and mobile offshore drilling units
of 500 gross tonnage and upwards, not later than 1 july
2002

2 This chapter does not apply to government-operated ships used for
non-commercial purposes.

Regulation 3
Safety management requirements

1 The company and the ship shall comply with the requirements of the
International Safety Management Code. For the purpose of this regulation,
the requirements of the Code shall be treated as mandatory.

2 The ship shall be operated by a company holding a Document of
Compliance referred to in regulation 4.

Regulation 4
Certification

1 A Document of Compliance shall be issued to every company which
complies with the requirements of the International Safety Management Code.
This document shall be issued by the Administration, by an organization
recognized by the Administration, or at the request of the Administration by
another Contracting Government.

2 A copy of the Document of Compliance shall be kept on board the
ship in order that the master can produce it on request for verification.

3 A Certificate, called a Safety Management Certificate, shall be
issued to every ship by the Administration or an organization recognized by
the Administration. The Administration or organization recognized by it shall,
before issuing the Safety Management Certificate, verify that the company
and its shipboard management operate in accordance with the approved
safety management system.

" The Maritime Safety Committee, at is sixty-sixth session, decided that mobile
offshore drilling units not propelled by mechanical means need not comply with the
requirements of the chapter.
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Regulation 5
Maintenance of conditions

The safety management system shall be maintained in accordance with the
provisions of the International Safety Management Code.

Regulation 6
Verification and control”

1 The Administration, another Contracting Government at the request
of the Administration or an organization recognized by the Administration
shall periodically verify the proper functioning of the ship’s safety management
system.

2 A ship required to hold a certificate issued pursuant to the
provisions of regulation 4.3 shall be subject to control in accordance with
the provisions of regulation XI/4. For this purpose such certificate shall be
treated as a certificate issued under regulation 1/12 or 1/13.

*Refer to the Procedures concerning ISM Code major non-conformities
(MSC/Circ.1059-MEPC./Circ.401), the IM® requirements on carriage of publications
on board ships (MSC-MEPC.2./Circ.2) and the Revised Guidelines on the implementation
of the International Safety Management (ISM) Codle (resolution A.1118(30)).
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Resolution A.741(18)"
adopted on 4 November 1993

International Management Code for the Safe
Operation of Ships and for Pollution Prevention
(International Safety Management (ISM) Code)

THE ASSEMBLY,

RECALLING Article 15(j) of the Convention on the International Maritime
Organization concerning the functions of the Assembly in relation to
regulations and guidelines concerning maritime safety and the prevention
and control of marine pollution from ships,

RECALLINGALSO resolution A.680(17), by which it invited Member Governments
to encourage those responsible for the management and operation of ships
to take appropriate steps to develop, implement and assess safety and
pollution-prevention management in accordance with the IMO Guidelines on
Management for the safe operation of ships and for pollution prevention,

RECALLING ALSO resolution A.596(15), by which it requested the Maritime
Safety Committee to develop, as a matter of urgency, guidelines, wherever
relevant, concerning shipboard and shore-based management, and its
decision to include in the work programme of the Maritime Safety Committee
and the Marine Environment Protection Committee an item on shipboard
and shore-based management for the safe operation of ships and for the
prevention of marine pollution, respectively,

RECALLING FURTHER resolution A.441(XI), by which it invited every State to
take the necessary steps to ensure that the owner of a ship which flies the flag
of that State provides such State with the current information necessary to
enable it to identify and contact the person contracted or otherwise entrusted
by the owner to discharge his responsibilities for that ship in regard to matters
relating to maritime safety and the protection of the marine environment,

* As amended by MSC.104(73), MSC.179(79), MSC.195(30), MSC.273(85) and
MSC.353(92).
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RECALLING FURTHER resolution A.443(X1), by which it invited Governments to
take the necessary steps to safeguard the shipmaster in the proper discharge
of his responsibilities in regard to maritime safety and the protection of the
marine environment,

RECOGNIZING the need for appropriate organization of management to
enable it to respond to the need of those on board ships to achieve and
maintain high standards of safety and environmental protection,

RECOGNIZING ALSO that the most important means of preventing maritime
casualties and pollution of the sea from ships is to design, construct, equip
and maintain ships and to operate them with properly trained crews in
compliance with international conventions and standards relating to maritime
safety and pollution prevention,

NOTING that the Maritime Safety Committee is developing requirements for
adoption by Contracting Governments to the International Convention for
the Safety of Life at Sea (SOLAS), 1974, which will make compliance with the
Code referred to in operative paragraph 1 mandatory,

CONSIDERING that the early implementation of that Code would greatly assist
in improving safety at sea and protection of the marine environment,

NOTING FURTHER that the Maritime Safety Committee and the Marine
Environment Protection Committee have reviewed resolution A.680(17) and
the Guidelines annexed thereto in developing the Code,

HAVING CONSIDERED the recommendations made by the Maritime Safety
Committee at its sixty-second session and by the Marine Environment
Protection Committee at its thirty-fourth session,

1 ADOPTS the International Management Code for the Safe Operation of
Ships and for Pollution Prevention (International Safety Management (ISM)
Code), set out in the annex to the present resolution;

2 STRONGLY URGES Governments to implement the ISM Code on a
national basis, giving priority to passenger ships, tankers, gas carriers, bulk
carriers and mobile offshore units which are flying their flags, as soon
as possible but not later than 1 june 1998, pending development of the
mandatory application of the Code;

3 REQUESTS Governments to inform the Maritime Safety Committee and
the Marine Environment Protection Committee of the action they have taken
in implementing the ISM Code;
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4 REQUESTS the Maritime Safety Committee and the Marine Environment
Protection Committee to develop Guidelines for the implementation of the
ISM Code;

5 REQUESTS ALSO the Maritime Safety Committee and the Marine
Environment Protection Committee to keep the Code and its associated
Guidelines under review and to amend them as necessary;

6 REVOKES resolution A.680(17).

ISM CODE 2018 EDITION 7






International Safety
Management (ISM) Code







Preamble

1 The purpose of this Code is to provide an international standard for the
safe management and operation of ships and for pollution prevention.

2 The Assembly adopted resolution A.443(XI), by which it invited all
Governments to take the necessary steps to safeguard the shipmaster in the
proper discharge of his responsibilities with regard to maritime safety and the
protection of the marine environment.

3 The Assembly also adopted resolution A.680(17), by which it further
recognized the need for appropriate organization of management to enable
it to respond to the need of those on board ships to achieve and maintain
high standards of safety and environmental protection.

4 Recognizing that no two shipping companies or shipowners are the
same, and that ships operate under a wide range of different conditions, the
Code is based on general principles and objectives.

5  The Code is expressed in broad terms so that it can have a widespread
application. Clearly, different levels of management, whether shore-based or
at sea, will require varying levels of knowledge and awareness of the items
outlined.

6  The cornerstone of good safety management is commitment from
the top. In matters of safety and pollution prevention it is the commitment,
competence, attitudes and motivation of individuals at all levels that
determines the end resuilt.

ISM CODE 2018 EDITION 1






Contents

Part A Implementation

Safety and environmental-protection policy . ... .. ..
Company responsibilities and authority ...........
Designated person(s) ... ....... .. ...
Master’s responsibility and authority .. ...........
Resources and personnel .. ........ ... ... ...
Shipboard operations. .. ...... .. ... oo

Emergency preparedness . .. ......... .. ... ...

O 0 N O U1 K W N =

Reports and analysis of non-conformities, accidents
and hazardous occurrences . ... ...... ... .. ...

—_
o

Maintenance of the ship and equipment. ... .......

_
—_

Documentation . ......... ... ...

11 Company verification, review and evaluation. . . . . ..

Part B Certification and verification
13 Certification and periodical verification . ... ..... ..
14 Interim certification . .. ... . . L
15 Verification ...... ... . o
16 Forms of certificates. .. ...... ... .. ... .. ......
Appendix Forms of the Document of Compliance,
the Safety Management Certificate,

the Interim Document of Compliance and
the Interim Safety Management Certificate .. .........

15
17
17
18
18
19
20
20

20
20
21

22

23
25
27
27

29

ISM CODE 2018 EDITION

13






Part A

Implementation
1 General
1.1 Definitions

The following definitions apply to parts A and B of this Code.

1.1.1  International Safety Management (ISM) Code means the
International Management Code for the Safe Operation of Ships and for
Pollution Prevention as adopted by the Assembly, as may be amended by
the Organization.

1.1.2  Company means the owner of the ship or any other organization
or person such as the manager, or the bareboat charterer, who has assumed
the responsibility for operation of the ship from the shipowner and who,
on assuming such responsibility, has agreed to take over all duties and
responsibility imposed by the Code.

1.1.3  Administration means the Government of the State whose flag the
ship is entitled to fly.

1.1.4  Safety management system means a structured and documented
system enabling company personnel to implement effectively the company
safety and environmental protection policy.

1.1.5  Document of Compliance means a document issued to a company
which complies with the requirements of this Code.

1.1.6  Safety Management Certificate means a document issued to a ship
which signifies that the company and its shipboard management operate in
accordance with the approved safety management system.

1.1.7  Objective evidence means quantitative or qualitative information,
records or statements of fact pertaining to safety or to the existence and
implementation of a safety management system element, which is based on
observation, measurement or test and which can be verified.
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1.1.8  Observation means a statement of fact made during a safety
management audit and substantiated by objective evidence.

1.1.9  Non-conformity means an observed situation where objective
evidence indicates the non-fulfilment of a specified requirement.

1.1.10  Major non-conformity” means an identifiable deviation that poses
a serious threat to the safety of personnel or the ship or a serious risk to
the environment that requires immediate corrective action or the lack of
effective and systematic implementation of a requirement of this Code.

1.1.11  Anniversary date means the day and month of each year that
corresponds to the date of expiry of the relevant document or certificate.

1.1.12  Convention means the International Convention for the Safety of
Life at Sea, 1974, as amended.

1.2 Obijectives

1.2.1  The objectives of the Code are to ensure safety at sea, prevention of
human injury or loss of life, and avoidance of damage to the environment, in
particular to the marine environment and to property.

1.2.2  Safety management objectives of the company should, inter alia:

.1 provide for safe practices in ship operation and a safe working
environment;

22 assess all identified risks to its ships, personnel and the
environment and establish appropriate safeguards; and

.3 continuously improve safety management skills of personnel
ashore and aboard ships, including preparing for emergencies
related both to safety and environmental protection.

1.2.3 The safety management system should ensure:

.1 compliance with mandatory rules and regulations; and

.2 thatapplicable codes, guidelines and standards recommended
by the Organization, Administrations, classification societies
ane maritime industry organizations are taken into account.!

* Refer to the Procedures concerning observed ISM Code major non-conformities
(MSC/Circ.1059-MEPC/Circ.401).

¥ Refer to the List of codes, recommendations, guidelines and other safety- and
security-related non-mandatory instruments (MSC.1/Circ.1371).
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Part A — Implementation

1.3 Application

The requirements of this Code may be applied to all ships.

1.4 Functional requirements for a safety management system

Every company should develop, implement and maintain a safety

management system which includes the following functional requirements:
.1 asafety and environmental-protection policy;

.2 instructions and procedures to ensure safe operation of
ships and protection of the environment in compliance with
relevant international and flag State legislation;

.3 defined levels of authority and lines of communication
between, and amongst, shore and shipboard personnel;

.4  procedures for reporting accidents and non-conformities
with the provisions of this Code;

.5 procedures to prepare for and respond to emergency
situations; and

.6 procedures for internal audits and management reviews.

2 Safety and environmental-protection policy

2.1 The company should establish a safety and environmental-protection
policy which describes how the objectives given in paragraph 1.2 will be
achieved.

2.2 The company should ensure that the policy is implemented and
maintained at all levels of the organization, both ship-based and shore-based.

3 Company responsibilities and authority”

3.1 If the entity who is responsible for the operation of the ship is other
than the owner, the owner must report the full name and details of such
entity to the Administration.

" Refer to the Revised Guidelines for the operational implementation of the
International Safety Management (ISM) Code by Companies (MSC-MEPC.7/Circ.8)
(see page 61).
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3.2 The company should define and document the responsibility,
authority and interrelation of all personnel who manage, perform and verify
work relating to and affecting safety and pollution prevention.

3.3 The company is responsible for ensuring that adequate resources
and shore-based support are provided to enable the designated person or
persons to carry out their functions.

4 Designated person(s)”

To ensure the safe operation of each ship and to provide a link between
the company and those on board, every company, as appropriate, should
designate a person or persons ashore having direct access to the highest level
of management. The responsibility and authority of the designated person
or persons should include monitoring the safety and pollution-prevention
aspects of the operation of each ship and ensuring that adequate resources
and shore-based support are applied, as required.

5 Master’s responsibility and authority

5.1 The company should clearly define and document the master’s
responsibility with regard to:

.1 implementing the safety and environmental-protection policy
of the company;

motivating the crew in the observation of that policy;

issuing appropriate orders and instructions in a clear and
simple manner;

verifying that specified requirements are observed; and

periodically reviewing the safety management system and
reporting its deficiencies to the shore-based management.

5.2 The company should ensure that the safety management system
operating on board the ship contains a clear statement emphasizing the
master’s authority. The company should establish in the safety management
system that the master has the overriding authority and the responsibility
to make decisions with respect to safety and pollution prevention and to
request the company’s assistance as may be necessary.

" Refer to the Guidance on the gqualifications, training and experience necessary for
undertaking the role of the designated person under the provisions of the International
Safety Management {ISM) Code (MSC-MEPC.7/Circ.6) (see page 67).
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Part A — Implementation

6 Resources and personnel

6.1 The company should ensure that the master is:
.1 properly qualified for command;

.2 fully conversant with the company’s safety management
system; and

.3 given the necessary support so that the master’s duties can be
safely performed.

6.2 The company should ensure that each ship is:

1 mannedwith qualified, certificated and medically-fit seafarers
in accordance with national and international requirements;
and

.2 appropriately manned in order to encompass all aspects of
maintaining safe operations on board."

6.3 The company should establish procedures to ensure that new
personnel and personnel transferred to new assignments related to safety
and protection of the environment are given proper familiarization with their
duties. Instructions which are essential to be provided prior to sailing should
be identified, documented and given.

6.4 The company should ensure that all personnel involved in the
company’s safety management system have an adequate understanding of
relevant rules, regulations, codes and guidelines.

6.5 The company should establish and maintain procedures for
identifying any training which may be required in support of the safety
management system and ensure that such training is provided for all
personnel concerned.

6.6 The company should establish procedures by which the ship’s
personnel receive relevant information on the safety management system in
a working language or languages understood by them.

6.7 The company should ensure that the ship’s personnel are able to
communicate effectively in the execution of their duties related to the safety
management system.

" Refer to the Principles of minimum safe manning (resolution A.1047(27)).
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7 Shipboard operations

The company should establish procedures, plans and instructions, including
checklists as appropriate, for key shipboard operations concerning the safety
of the personnel, ship and protection of the environment. The various tasks
should be defined and assigned to qualified personnel.

8 Emergency preparedness”

8.1 The company should identify potential emergency shipboard
situations, and establish procedures to respond to them.

8.2 The company should establish programmes for drills and exercises
to prepare for emergency actions.

8.3 The safety management system should provide for measures
ensuring that the company’s organization can respond at any time to hazards,
accidents and emergency situations involving its ships.

9 Reports and analysis of non-conformities, accidents
and hazardous occurrences’

9.1 The safety management system should include procedures ensuring
that non-conformities, accidents and hazardous situations are reported to
the company, investigated and analysed with the objective of improving
safety and pollution prevention.

9.2 The company should establish procedures for the implementation
of corrective action, including measures intended to prevent recurrence.

10 Maintenance of the ship and equipment

10.1 The company should establish procedures to ensure that the ship
is maintained in conformity with the provisions of the relevant rules and
regulations and with any additional requirements which may be established
by the company.

* Refer to the Guidelines for a structure of an integrated system of contingency
planning fer shipboard emergencies (resolution A.852(20), as amended).

" Refer to the Guidance on near-miss reporting (MSC-MEPC.7/Circ.7).
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10.2  In meeting these requirements, the company should ensure that:
.1 inspections are held at appropriate intervals;

.2 any non-conformity is reported, with its possible cause, if
known;

.3 appropriate corrective action is taken; and

.4 records of these activities are maintained.

10.3  The company should identify equipment and technical systems
the sudden operational failure of which may result in hazardous situations.
The safety management system should provide for specific measures aimed
at promoting the reliability of such equipment or systems. These measures
should include the regular testing of stand-by arrangements and equipment
or technical systems that are not in continuous use.

10.4  Theinspections mentioned in 10.2 as well as the measures referred
to in 10.3 should be integrated into the ship’s operational maintenance
routine.

1 Documentation”

11.1 The company should establish and maintain procedures to control
all documents and data which are relevant to the safety management system.

11.2 The company should ensure that:
N valid documents are available at all relevant locations;

.2 changes to documents are reviewed and approved by
authorized personnel; and

.3 obsolete documents are promptly removed.

11.3 The documents used to describe and implement the safety
management system may be referred to as the Safety Management Manual.
Documentation should be kept in a form that the company considers most
effective. Each ship should carry on board all documentation relevant to that
ship.

" Refer to the List of certificates and documents required to be carried on board
ships, 2017 (FAL.2/Circ.131, MEPC.1/Circ.873, MSC.1/Circ.1586 and LEG.2/Circ.3).
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12 Company verification, review and evaluation

121 The company should carry out internal safety audits on board and
ashore at intervals not exceeding twelve months to verify whether safety and
pollution-prevention activities comply with the safety management system.
In exceptional circumstances, this interval may be exceeded by not more
than three months.

12.2 The company should periodically verify whether all those
undertaking delegated ISM-related tasks are acting in conformity with the
company’s responsibilities under the Code.

12.3  The company should periodically evaluate the effectiveness of the
safety management system in accordance with procedures established by
the company.

12.4  The audits and possible corrective actions should be carried out in
accordance with documented procedures.

12.5  Personnel carrying out audits should be independent of the areas
being audited unless this is impracticable due to the size and the nature of
the company.

12.6  The results of the audits and reviews should be brought to the
attention of all personnel having responsibility in the area involved.

12.7  The management personnel responsible for the area involved
should take timely corrective action on deficiencies found.
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Part B
Certification and verification

13 Certification and periodical verification

13.1 The ship should be operated by a company which has been issued
with a Documentof Compliance or with an Interim Document of Compliance
in accordance with paragraph 14.1, relevant to that ship.

13.2  TheDocumentof Compliance shouldbeissued by the Administration,
by an organization recognized by the Administration or, at the request of the
Administration, by another Contracting Government to the Convention to any
company complying with the requirements of this Code for a period specified
by the Administration which should not exceed five years. Such a document
should be accepted as evidence that the company is capable of complying
with the requirements of this Code.

13.3  The Document of Compliance is only valid for the ship types
explicitly indicated in the document. Such indication should be based on
the types of ships on which the initial verification was based. Other ship
types should only be added after verification of the company’s capability to
comply with the requirements of this Code applicable to such ship types.
In this context, ship types are those referred to in regulation 1X/1 of the
Convention.

13.4  The validity of a Document of Compliance should be subject to
annual verification by the Administration or by an organization recognized
by the Administration or, at the request of the Administration, by another
Contracting Government within three months before or after the anniversary
date.

13.5  The Document of Compliance should be withdrawn by the
Administration or, at its request, by the Contracting Government which
issued the Document when the annual verification required in paragraph
13.4 is not requested or if there is evidence of major non-conformities with
this Code.
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13.5.1 All associated Safety Management Certificates and/or Interim
Safety Management Certificates should also be withdrawn if the Document
of Compliance is withdrawn.

13.6 A copy of the Document of Compliance should be placed on
board in order that the master of the ship, if so requested, may produce it
for verification by the Administration or by an organization recognized by
the Administration or for the purposes of the control referred to in regulation
IX/6.2 of the Convention. The copy of the Document is not required to be
authenticated or certified.

13.7  The Safety Management Certificate should be issued to a ship
for a period which should not exceed five years by the Administration or
an organization recognized by the Administration or, at the request of the
Administration, by another Contracting Government. The Safety Management
Certificate should be issued after verifying that the company and its shipboard
management operate in accordance with the approved safety management
system. Such a Certificate should be accepted as evidence that the ship is
complying with the requirements of this Code.

13.8  The validity of the Safety Management Certificate should be
subject to at least one intermediate verification by the Administration
or an organization recognized by the Administration or, at the request
of the Administration, by another Contracting Government. If only one
intermediate verification is to be carried out and the period of validity of the
Safety Management Certificate is five years, it should take place between the
second and third anniversary dates of the Safety Management Certificate.

13.9 In addition to the requirements of paragraph 13.5.1, the Safety
Management Certificate should be withdrawn by the Administration or, at the
request of the Administration, by the Contracting Government which has issued
it when the intermediate verification required in paragraph 13.8 is not requested
or if there is evidence of major non-conformity with this Code.

13.10  Notwithstanding the requirements of paragraphs 13.2 and 137,
when the renewal verification is completed within three months before the
expiry date of the existing Document of Compliance or Safety Management
Certificate, the new Document of Compliance or the new Safety Management
Certificate should be valid from the date of completion of the renewal
verification for a period not exceeding five years from the date of expiry of
the existing Document of Compliance or Safety Management Certificate.

13.11  When the renewal verification is completed more than three months
before the expiry date of the existing Document of Compliance or Safety
Management Certificate, the new Document of Compliance or the new
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Safety Management Certificate should be valid from the date of completion
of the renewal verification for a period not exceeding five years from the date
of completion of the renewal verification.

13,12 When the renewal verification is completed after the expiry date
of the existing Safety Management Certificate, the new Safety Management
Certificate should be valid from the date of completion of the renewal
verification to a date not exceeding five years from the date of expiry of the
existing Safety Management Certificate.

13.13  If a renewal verification has been completed and a new Safety
Management Certificate cannot be issued or placed on board the ship before
the expiry date of the existing certificate, the Administration or organization
recognized by the Administration may endorse the existing certificate and
such a certificate should be accepted as valid for a further period which
should not exceed five months from the expiry date.

13.14  If a ship at the time when a Safety Management Certificate expires
is not in a port in which it is to be verified, the Administration may extend the
period of validity of the Safety Management Certificate, but this extension
should be granted only for the purpose of allowing the ship to complete
its voyage to the port in which it is to be verified, and then only in cases
where it appears proper and reasonable to do so. No Safety Management
Certificate should be extended for a period of longer than three months, and
the ship to which an extension is granted should not, on its arrival in the port
in which it is to be verified, be entitled by virtue of such extension to leave
that port without having a new Safety Management Certificate. When the
renewal verification is completed, the new Safety Management Certificate
should be valid to a date not exceeding five years from the expiry date of the
existing Safety Management Certificate before the extension was granted.

14 Interim certification

14.1 An Interim Document of Compliance may be issued to facilitate
initial implementation of this Code when:

.1 acompany is newly established; or

.2 new ship types are to be added to an existing Document of
Compliance,

following verification that the company has a safety management system that
meets the objectives of paragraph 1.2.3 of this Code, provided the company
demonstrates plans to implement a safety management system meeting the
full requirements of this Code within the period of validity of the Interim
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Document of Compliance. Such an Interim Document of Compliance should
be issued for a period not exceeding 12 months by the Administration or
by an organization recognized by the Administration or, at the request of
the Administration, by another Contracting Government. A copy of the
Interim Document of Compliance should be placed on board in order that
the master of the ship, if so requested, may produce it for verification by the
Administration or by an organization recognized by the Administration or for
the purposes of the control referred to in regulation 1X/6.2 of the Convention.
The copy of the Document is not required to be authenticated or certified.

14.2  An Interim Safety Management Certificate may be issued:
.1 to new ships on delivery;

.2 when a company takes on responsibility for the operation of
a ship which is new to the company; or

.3 when a ship changes flag.

Such an Interim Safety Management Certificate should be issued for a
period not exceeding six months by the Administration or an organization
recognized by the Administration or, at the request of the Administration, by
another Contracting Government.

14.3 An Administration or, at the request of the Administration, another
Contracting Government may, in special cases, extend the validity of an
Interim Safety Management Certificate for a further period which should not
exceed 6 months from the date of expiry.

14.4  An Interim Safety Management Certificate may be issued following
verification that:

.1 the Document of Compliance, or the Interim Document of
Compliance, is relevant to the ship concerned;

.2 the safety management system provided by the company
for the ship concerned includes key elements of this Code
and has been assessed during the audit for issuance of the
Document of Compliance or demonstrated for issuance of the
Interim Document of Compliance;

.3 the company has planned the internal audit of the ship within
three months;

.4 themaster and officers are familiar with the safety management
system and the planned arrangements for its implementation;
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.5 instructions, which have been identified as being essential,
are provided prior to sailing; and

.6 relevant information on the safety management system has
been given in a working language or languages understood
by the ship’s personnel.

15 Verification

15.1 All verifications required by the provisions of this Code should be
carried out in accordance with procedures acceptable to the Administration,
taking into account the guidelines developed by the Organization.”

16 Forms of certificates

16.1 The Document of Compliance, the Safety Management Certificate,
the Interim Document of Compliance and the Interim Safety Management
Certificate should be drawn up in a form corresponding to the models given
in the appendix to this Code. If the language used is neither English nor
French, the text should include a translation into one of these languages.

16.2  In addition to the requirements of paragraph 13.3, the ship types
indicated on the Document of Compliance and the Interim Document of
Compliance may be endorsed to reflect any limitations in the operations of
the ships described in the safety management system.

" Refer to the Revised Guidelines on the implementation of the International Safety
Management (ISM) Code by Administrations (resolution A.1118(30)) (see page 41).
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Forms of the Document of Compliance,
the Safety Management Certificate,

the Interim Document of Compliance and
the Interim Safety Management Certificate

DOCUMENT OF COMPLIANCE

(official seal) (State)

Certificate No.

Issued under the provisions of the
INTERNATIONAL CONVENTION FOR THE SAFETY OF LIFEAT SEA, 1974,
as amended

Under the authority of the Governmentof . ... ... ... . . . .. . .

(person or organization authorized)

Name and address of the company. . .. ... . i i e e

Company identification number .. ... ... . e

THIS IS TO CERTIFY THAT the safety management system of the company has been audited
and that it complies with the requirements of the International Management Code for the Safe
Operation of Ships and for Pollution Prevention (ISM Code) for the types of ships listed below
(delete as appropriate):

Passenger ship

Passenger high-speed craft
Cargo high-speed craft
Bulk carrier

Oil tanker

Chemical tanker

Gas carrier

Mobile offshore drilling unit
Other cargo ship
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This Document of Compliance is valid until .. ...... ... ... .. . . . . i,
subject to periodical verification.

Completion date of the verification on which this certificateisbased ............. .. ... ... ...
(dd/mm/yyyy)
JESTS 7= o = P
(place of issue of the document)
Date Of ISSUE .« oo e e
(dd/mmdlyy) (signature of the duly authorized

official issuing the document)

(seal or stamp of issuing authority, as appropriate)
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Certificate No.

ENDORSEMENT FOR ANNUAL VERIFICATION

THIS IS TO CERTIFY THAT, at the periodical verification in accordance with regulation IX/6.1 of
the Convention and paragraph 13.4 of the ISM Code, the safety management system was found
to comply with the requirements of the ISM Code.

1st ANNUAL VERIFICATION Signed ... ..

2nd ANNUAL VERIFICATION Signed ...

3rd ANNUAL VERIFICATION Signed ... ...

4th ANNUAL VERIFICATION Signed ... ...
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SAFETY MANAGEMENT CERTIFICATE

(official seal) (State)

Certificate No.

Issued under the provisions of the
INTERNATIONAL CONVENTION FOR THE SAFETY OF LIFE AT SEA, 1974,
as amended

Under the authority of the Government of

Name of Ship. . ..o e
Distinctive number orletters . . ... ... e
Port of registry . ... e
YR Of SN . L oo
GroSS tONNAGE . . . it

IMO NUMIDT .« ottt e e e e e e e e e e e e e e e e e e

Name and address of thecompany. . ......... ...

Company identification number

THIS ISTO CERTIFY THAT the safety management system of the ship has beenauditedand that
it complies with the requirements of the International Management Code for the Safe Operation
of Ships and for Pollution Prevention (ISM Code), following verification that the Document of
compliance for the company is applicable to this type of ship.

“Insert the type of ship from among the following: passenger ship; passenger high-speed craft;
cargo high-speed craft; bulk carrier; oil tanker; chemical tanker; gas carrier; mobile offshore
drilling unit; other cargo ship.
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This Safety Management Certificate is validuntil ........ ... ... .. .. ... ... ... ... ... ...
subject to periodical verification and the Document of Compliance remaining valid.

Completion date of the verification on which this certificate is based

Issued at

Date Of ISSUE . ...t e e e
(dd/mmlyy) (signature of the duly authorized
official issuing the certificate)

(seal or stamp of issuing authority, as appropriate)
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Certificate No.

ENDORSEMENT FOR INTERMEDIATE VERIFICATION AND
ADDITIONAL VERIFICATION (IF REQUIRED)

THIS IS TO CERTIFY THAT, at the periodical verification in accordance with regulation IX/6.1 of
the Convention and paragraph 13.8 of the ISM Code, the safety management system was found
to comply with the requirements of the ISM Code.

INTERMEDIATE VERIFICATION Signed ... e
(to be completed between (signature of authorized official)
the second and third
anniversary dates) Place
Date ... e
ADDITIONAL VERIFICATION® Signed ... e e e
(signature of authorized official)
Place ... e
Date ...
ADDITIONAL VERIFICATION" Signed ... e
(signature of authorized official)
Place . ... e
Date . e
ADDITIONAL VERIFICATION® Signed ... e
(signature of authorized official)
Place .. ... e
Date ... ... .

" If applicable. Refer to the relevant provisions of section 4.3, Initial verification, of the Revised
Guidelines on the implementation of the International Safety Management (ISM) Code by
Administrations (resolution A.1118(30)).
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Certificate No.

ENDORSEMENT WHERE THE RENEWAL VERIFICATION HAS BEEN
COMPLETED AND PART B 13.13 OF THE ISM CODE APPLIES

The ship complies with the relevant provisions of part B of the ISM Code, and the Certificate
should, in accordance with part B 13.13 of the ISM Code, be accepted as valid until . .........

(seal or stamp of the authority, as appropriate)

ENDORSEMENT TO EXTEND THE VALIDITY OF THE CERTIFICATE UNTIL
REACHING THE PORT OF VERIFICATION WHERE PART B 13.12
OF THE ISM CODE APPLIES OR FOR A PERIOD OF GRACE
WHERE PART B 13.14 OF THE ISM CODE APPLIES

This Certificate should, in accordance with part B 13.12 or part B 13.14 of the ISM Code, be
accepted asvalid until . .. ... . e

(seal or stamp of the authority, as appropriate)
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INTERIM DOCUMENT OF COMPLIANCE

(official seal) (State)

Certificate No.

Issued under the provisions of the
INTERNATIONAL CONVENTION FOR THE SAFETY OF LIFEAT SEA, 1974,
as amended

Under the authority of the Governmentof . ... ... ... ... . .. . . . . .

(person or organization authorized)

Name and address of the company. . . ... i e

Company identification number. . ... ... e

THIS IS TO CERTIFY THAT the safety management system of the company has been recognized
as meeting the objectives of paragraph 1.2.3 of the International Management Code for the Safe
Operation of Ships and for Pollution Prevention (ISM Code) for the types of ships listed below
(delete as appropriate):

Passenger ship

Passenger high-speed craft
Cargo high-speed craft
Bulk carrier

Oil tanker

Chemical tanker

Gas carrier

Mobile offshore drilling unit
Other cargo ship

This Interim Document of Complianceisvaliduntil . ........ .. ...,

ISSUEd Al L e e e e e e e

Date Of ISSUE . . .o e
(dd/mmlyy) (signature of the duly authorized
official issuing the document)

(seal or stamp of issuing authority, as appropriate)
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INTERIM SAFETY MANAGEMENT CERTIFICATE

(official seal) (State)

Certificate No.

Issued under the provisions of the
INTERNATIONAL CONVENTION FOR THE SAFETY OF LIFE AT SEA, 1974,
as amended

Under the authority of the Governmentof .. ... ... ... ... . .. . i,

Name of Ship. . ...
Distinctive number or letters .. ... ... e
POrt Of FEGIS Y . .o
TYPE OF SR . ettt e
GroSS tONNAGE . . o ottt ettt e e e e e
IMO NUMDET . . o e e e e e e e

Name and address of the company. . . ... ...

Company identification number. . ... ... . e

THIS IS TO CERTIFY THAT the requirements of paragraph 14.4 of the ISM Code have been
met and that the Document of compliance/Interim Document of Compliance’ of the company is
relevant to this ship.

This Interim Safety Management Certificateisvaliduntil .............. ... ... ... ... .....
subject to the Document of Compliance/Interim Document of Compliance’ remaining valid.

“Insert the type of ship from among the following: passenger ship; passenger high-speed craft;
cargo high-speed craft; bulk carrier; oil tanker; chemical tanker; gas carrier; mobile offshore
drilling unit; other cargo ship.

" Delete as appropriate.
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JES3ST 1= =

Date Of ISSUE ...t e,
(dd/mmdlyy) (signature of the duly authorized
official issuing the certificate)

(seal or stamp of issuing authority, as appropriate)

The validity of this Interim Safety Management Certificate is extendedto...................
Date of eXtension .. ... ... e

(dd/mmlyy) (signature of the duly authorized
official extending the validity)

(seal or stamp of issuing authority, as appropriate)
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1 Introduction

1.1 The ISM Code

1.1.1  The International Management Code for the Safe Operation of
Ships and for Pollution Prevention (International Safety Management (ISM)
Code) was adopted by the Organization by resolution A.741(18) and became
mandatory by virtue of the entry into force, on 1 July 1998, of SOLAS
chapter IX on Management for the safe operation of ships. The ISM Code
provides an international standard for the safe management and operation of
ships and for pollution prevention.

1.1.2  TheISM Code requires that companies establish safety objectives as
described in section 1.2 (Objectives) of the ISM Code and, in addition, that
companies develop, implement and maintain a safety management system
which includes functional requirements as listed in the Code’s section 1.4
(Functional requirements for a safety management system (SMS)) of the Code.

1.1.3  The application of the ISM Code should support and encourage the
developmentof a safety culture in shipping. Success factors for the development
of a culture that promotes safety and environmental protection are, inter alia,
commitment, values, beliefs, and clarity of the safety management system.

1.2 Mandatory application of the ISM Code

1.2.1  The appropriate organization of management, ashore and on board,
is needed to ensure adequate standards of safety and pollution prevention. A
systematic approach to management by those responsible for management
of ships is therefore required. The objectives of the mandatory application of
the ISM Code are to ensure:

.1 compliance with mandatory rules and regulations related to the
safe operation of ships and protection of the environment; and

.2 the effective implementation and enforcement thereof by
Administrations.

1.2.2  Effective enforcement by Administrations must include verification
that the safety management system complies with the requirements as
stipulated in the ISM Code, as well as verification of compliance with
mandatory rules and regulations.
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1.2.3  The mandatory application of the ISM Code should ensure, support
and encourage the taking into account of applicable codes, guidelines and
standards recommended by IMO, Administrations, classification societies
and maritime industry organizations.

1.3 Verification and certification responsibilities

1.3.1  The Administration is responsible for verifying compliance with the
requirements of the ISM Code and for issuing Documents of Compliance to
companies and Safety Management Certificates to ships.

1.3.2  The Guidelines for the authorization of organizations acting on
behalf of the Administration (resolution A.739(18))" and the Specifications on
the survey and certification functions of recognized organizations acting on
behalf of the Administration (resolution A.789(19)), which have been made
mandatory by virtue of SOLAS regulation XI-1/1, and the IMO Instruments
Implementation Code (Il Code), as adopted by the Organization by
resolution A.1070(28), the use of which has been made mandatory by virtue
of SOLAS regulation XI11/2, are applicable when Administrations authorize
organizations to issue Documents of Compliance and Safety Management
Certificates on their behalf.

2 Scope and application
2.1 Definitions

The terms used in these revised guidelines have the same meaning as those
given in the ISM Code.

2.2 Scope and application
These revised guidelines establish basic principles for:

.1 verifying that the safety management system of a company
responsible for the operation of ships, or the safety
management system for the ship or ships controlled by the
company, complies with the ISM Code;

.2 carrying out the interim, initial, annual and renewal
verification(s) of the Document of Compliance and the
interim, initial, intermediate and renewal verification(s) of the
Safety Management Certificate and the issuing/endorsement
of the corresponding documents; and

* As amended by resolution MSC.208(81).
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.3 the scope of the additional verification.

3 Verifying compliance with the ISM Code

3.1 General

3.1.1  To comply with the requirements of the ISM Code, companies
should develop, implement and maintain a documented safety management
system to ensure that the safety and environmental protection policy of the
company is implemented. The company policy should include the objectives
defined by the ISM Code.

3.1.2  Administrations should verify compliance with the requirements of
the ISM Code by determining:

.1 the conformity of the company’s safety management system
with the requirements of the ISM Code; and

.2 thatthe safety management system ensures thatthe objectives
defined in paragraph 1.2.3 of the ISM Code are met.

3.1.3  Determining the conformity or non-conformity of safety management
system elements with the requirements specified by the ISM Code may demand
that criteria for assessment be developed. Administrations are recommended
to limit the development of criteria in the form of prescriptive management
systemsolutions. Criteria for assessment in the form of prescriptive requirements
may have the effect that safety management in shipping results in companies
implementing solutions prepared by others and it may then be difficult for a
company to develop the solutions which best suit that particular company,
operation or ship. Therefore, particular operations should be ship-specific and
fully reflected in manuals, procedures and instructions.

3.1.4  Therefore, Administrations are recommended to ensure that
these assessments are based on determining the effectiveness of the safety
management system in meeting specified objectives, rather than conformity
with detailed requirements in addition to those contained in the ISM Code,
so as to reduce the need for developing criteria to facilitate assessment of
companies’ compliance with the Code.

3.2 Ability of the safety management system to meet general
safety management objectives

The ISM Code identifies general safety management objectives in
paragraph 1.2.2. The verification should support and encourage companies
in achieving these objectives, which provide clear guidance to companies
for the development of safety management system elements in compliance
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with the ISM Code. However, the ability of the safety management system
to achieve these objectives cannot be determined beyond whether the
safety management system complies with the requirements of the ISM Code.
Therefore, the objectives should not form the basis for establishing detailed
interpretations to be used for determining conformity or non-conformity
with the requirements of the ISM Code.

3.3 Ability of the safety management system to meet specific
requirements of safety and pollution prevention

3.3.1  The main criterion that should govern the development of
interpretations needed for assessing compliance with the requirements of
the ISM Code should be the ability of the safety management system to
meet the specific requirements defined by the ISM Code in terms of specific
standards of safety and pollution prevention. The specific standards of safety
and protection of the environment are specified in paragraph 1.2.3 of the
ISM Code.

3.3.2 All records having the potential to facilitate verification of
compliance with the ISM Code should be open to scrutiny during an
examination. These may include records from delegated SMS tasks. For
this purpose, the Administration should ensure that the company provides
auditors with statutory and classification records relevant to the actions
taken by the company to ensure that compliance with mandatory rules and
regulations is maintained. In this regard, the records may be examined to
substantiate their authenticity and veracity.

3.3.3 Some mandatory requirements may not be subject to statutory or
classification surveys, such as:

.1 maintaining the condition of ship and equipment between
surveys; and

.2 certain operational requirements.

3.3.4  Specific arrangements, such as the following, may be required to
ensure compliance with the ISM Code and to provide the objective evidence
needed for verification in the above-mentioned cases:

1 documented procedures and instructions;

.2 documentation of the verification carried out by senior
officers of day-to-day operations when relevant to ensure
compliance; and

.3 relevant records of the ships being operated by the company,
e.g. flag State records, port State control reports, class and
accident reports.
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3.3.5  Theverification of compliance with mandatory rules and regulations,
which is part of the ISM Code certification, neither duplicates nor substitutes
surveys for other maritime certificates. The verification of compliance with
the ISM Code does not relieve the company, the master or any other entity
or person involved in the management or operation of the ship of their
responsibilities.

3.3.6  Administrations should ensure that the company has:

.1 taken into account the recommendations, as referred to in
paragraph 1.2.3.2 of the ISM Code, when establishing and
maintaining the safety management system; and

.2 developed procedures to ensure that those recommendations
are implemented ashore and on board.

4 Certification and verification process

4.1 Certification and verification activities

4.1.1  Thecertification process relevant to a Document of Compliance for
a company and to a Safety Management Certificate for a ship will normally
involve the following steps:

1 interim verification;

2 initial verification;

3 annual orintermediate verification;

4 renewal verification; and

5 additional verification.
4.1.2  These verifications are carried out, at the request of the company,
by the Administration or the organization recognized by the Administration
to perform certification functions under the ISM Code, or, at the request
of the Administration, by another Contracting Government to the SOLAS

Convention. The verifications will include an audit of the safety management
system.

4.2 Interim verification

4.2.1 Interim certification may be issued under certain conditions, as
specified by the ISM Code, and should facilitate the implementation of a
safety management system.
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4.2.2 The company should apply for interim certification to the
Administration.

4.2.3 The process of interim verification for the issuance of an Interim
Document of Compliance undertaken by the Administration would require
an assessment at the company’s offices in accordance with paragraph 14.1
of the ISM Code.

4.2.4 On satisfactory completion of the assessment of the shoreside
safety management system, arrangements/planning may commence for the
assessment of applicable ships in the company’s fleet.

4.2.5 The process of interim verification of the ship should be undertaken
by the Administration to ensure that the ship is provided with a safety
management system, in accordance with paragraph 14.4 of the ISM Code.

4.2.6  On satisfactory completion of the interim verification, an Interim
Document of Compliance will be issued to the company; copies should
be made available by the company to each shoreside premises and each
applicable ship in the company’s fleet. As each ship is assessed and issued
with an Interim Safety Management Certificate, a copy of the certificate
should also be forwarded to the company’s head office.

4.3 Initial verification

4.3.1  The company should apply to the Administration for ISM Code
certification.

4.3.2  An assessment of the shoreside management system undertaken by
the Administration would necessitate assessment of the offices where such
management is carried out and possibly of other locations that may perform
delegated safety management system tasks, depending on the company’s
organization and the functions at the various locations.

4.3.3  On satisfactory completion of the assessment of the shoreside
safety management system, arrangements/planning may commence for the
assessment of the company’s ships.

4.3.4 On satisfactory completion of the assessment of the ships, a
Document of Compliance will be issued to the company, copies of which
should be made available to each shoreside premises and each ship in
the company’s fleet. As each ship is assessed and issued with a Safety
Management Certificate, a copy of that certificate should also be forwarded
to the company’s head office.
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4.3.5 In cases where certificates are issued by a recognized organization,
copies of all certificates should also be sent to the Administration.

4.3.6  The safety management audit for the company and for a ship will
involve the same basic steps. The purpose is to verify that a company or a
ship complies with the requirements of the ISM Code. The audits include:

.1 verification of the conformity of the company’s safety
management system with the requirements of the ISM
Code, including objective evidence demonstrating that the
company’s safety management system has been in operation
for at least three months and that the safety management
system has been in operation on board at least one ship of
each type operated by the company for at least three months;
and

.2 verification that the safety management system ensures that the
objectives defined in paragraph 1.2.3 of the ISM Code are met.
This includes verification that the Document of Compliance
for the company responsible for the operation of the ship is
applicable to that particular type of ship, and also includes
assessment of the shipboard safety management system to
verify that it complies with the requirements of the ISM Code
and that it is implemented. Objective evidence demonstrating
that the company’s safety management system has been
functioning effectively for at least three months on board the
ship and ashore should be available, including records from
the internal audit performed by the company.

4.4 Annual verification of Document of Compliance

4.4.1  Annual safety management audits are to be carried out to maintain
the validity of the Document of Compliance and should include examining
and verifying the correctness of the statutory and classification records
presented for at least one ship of each type to which the Document of
Compliance applies. The annual verification will address all the elements of
the safety management system and the activities to which the requirements
of the ISM Code apply. The purpose of these audits is to verify that the safety
management system is functioning effectively and that any modifications
made to the safety management system comply with the requirements of the
ISM Code.

4.4.2  Annual verification is to be carried out within three months before
or after each anniversary date of the Document of Compliance.
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4.4.3  Where the company has more than one shoreside premises and/
or the company delegates safety management system tasks, the annual
assessments should endeavour to ensure that all sites are assessed during the
period of validity of the Document of Compliance.

4.4.4 During the annual verification, Administrations should verify
whether the company is operating all the ship types stated on the Document
of Compliance. Appropriate action should be taken if the company has
stopped operating a particular ship type.

4.5 Intermediate verification of Safety Management
Certificates

4.5.1 Intermediate safety management audits should be carried out to
maintain the validity of the Safety Management Certificate. The intermediate
verification will address all the elements of the safety management system and
the activities to which the requirements of the ISM Code apply. The purpose
of these audits is to verify that the safety management system is functioning
effectively and that any modifications made to the safety management system
comply with the requirements of the ISM Code. In certain cases, particularly
during the initial period of operation under the safety management system,
the Administration may find it necessary to increase the frequency of the
intermediate verification. Additionally, the nature of non-conformities may
also provide a basis for increasing the frequency of intermediate verifications.

4.5.2  If only one intermediate verification is to be carried out, it should
take place between the second and third anniversary date of the issue of the
Safety Management Certificate.

4.6 Renewal verification

Renewal verifications are to be performed before the validity of the Document
of Compliance or the Safety Management Certificate expires. The renewal
verification will address all the elements of the safety management system
and the activities to which the requirements of the ISM Code apply. Renewal
verification may be carried out within three months before the date of expiry
of the Document of Compliance or the Safety Management Certificate, and
should be completed before the date of expiry.

4.7 Additional verification

471  The Administration may, where there are clear grounds, require an
additional verification to check if the safety management system still functions
effectively. Additional verifications may be carried out following situations
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beyond normal procedures such as port State control detentions, or in the
case of reactivation after the interruption of operations due to a period out of
service, or in order to verify that effective corrective actions have been taken
and/or are being properly implemented. Additional verifications may affect
the shore-based organization and/or the shipboard management system. The
Administration should determine the scope and depth of the verification,
which may vary from case to case. The additional verifications should be
completed within the time period agreed, taking into account the guidelines
developed by IMO. The Administration should follow up on the results of the
verification and take appropriate measures, as necessary.

4.7.2  On satisfactory completion of the shipboard assessment, the Safety
Management Certificate should be endorsed for additional verification.

4.8 Safety management audits

The procedure for safety management audits outlined in the following
paragraphs includes all steps relevant for all verifications, even if the scope
of the audits for interim and additional verification may be different from that
of the audits for initial, annual, intermediate and renewal verification.

4.9 Application for audit

4.9.1  Thecompany should submit a request for audit to the Administration
or to the organization recognized by the Administration for issuing a
Document of Compliance or a Safety Management Certificate on behalf of
the Administration.

4.9.2 The Administration or the recognized organization should then
nominate the lead auditor and, if relevant, the audit team.

4.10  Preliminary review (Document review)

As a basis for planning the audit, the auditor should review the safety
management manual to determine the adequacy of the safety management
system in meeting the requirements of the ISM Code. If this review reveals
that the system is not adequate, the audit will have to be delayed until the
company undertakes corrective action.

4.11  Preparing the audit

4.11.1  The auditor should review the relevant safety performance records
of the company, for example flag State records, port State controls, and class
and accident reports, and take them into consideration when preparing the
audit plan.
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4.11.2 The nominated lead auditor should liaise with the company and
produce an audit plan.

4.11.3 The auditor should provide the working documents that are to
govern the audit with a view to facilitating the assessments, investigations
and examinations in accordance with the standard procedures, instructions
and forms that have been established to ensure consistent auditing practices.

4.11.4 The audit team should be able to communicate effectively with
auditees.

412 Executing the audit

4.12.1 The audit should start with an opening meeting to introduce the
audit team to the company’s senior management, summarize the methods
for conducting the audit, confirm that all agreed facilities are available,
confirm the time and date for a closing meeting and clarify any unclear
details concerning the audit.

4.12.2 The audit team should assess the safety management system on the
basis both of the documentation presented by the company and of objective
evidence of the effectiveness of its implementation.

4.12.3 The objective evidence should be collected through interviews
and through the examination of documents. Observation of activities
and conditions may also be included, where necessary, to determine the
effectiveness of the safety management system in meeting the specific
standards of safety and protection of the environment required by the ISM
Code.

4.12.4 Audit findings should be documented. After activities have been
audited, the audit team should review the objective evidence collected.
This should then be used to determine what is to be reported as major
non-conformities, non-conformities or observations, which should be done
in terms of the general and specific provisions of the ISM Code.

4.12.5 At the end of the audit, prior to preparing the audit report, the audit
team should hold a meeting with the senior management of the company
and those responsible for the functions concerned. The purpose is to present
the observations in such a way as to ensure that the results of the audit are
clearly understood.
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4.13  Audit report

4.13.1 The audit report should be prepared under the direction of the lead
auditor, who is responsible for its accuracy and completeness.

4.13.2  The audit report should include the audit plan, identification of audit
team members, dates and identification of the company, and observations
on any non-conformities and on the effectiveness of the safety management
system in meeting the specified objectives.

4.13.3 The company should receive a copy of the audit report. The
company should be advised to provide the ship with a copy of the shipboard
audit reports.

4.14  Corrective action follow-up

4.14.1 The company is responsible for determining and initiating the
corrective action needed to correct a non-conformity or to correct the
cause of a non-conformity. Failure to correct non-conformities with specific
requirements of the ISM Code may affect the validity of the Document of
Compliance and related Safety Management Certificates.

4.14.2  Corrective actions and any subsequent audits should be completed
within the time period agreed. For corrective actions this should not normally
exceed three months. The company should apply for the follow-up audits as
agreed.

4.14.3 Failure to take adequate corrective actions in compliance with the
ISM Code, including measures to prevent recurrence, may be considered as
a major non-conformity.

4.15  Company responsibilities pertaining
to safety management audits

4.15.1 The verification of compliance with the ISM Code does not relieve
the company, management, those undertaking delegated safety management
system tasks, officers or seafarers of their obligations to comply with national
and international legislation related to safety and protection of the environment.

4.15.2 The company is responsible for:

.1 informing relevant employees and those undertaking
delegated safety management system tasks about the
objectives and scope of the ISM Code certification;
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.2 appointing responsible members of staff to accompany
members of the team performing the certification;

.3 providing the resources needed by those performing the
certification to ensure an effective and efficient verification
process;

4 providing access and evidential material as requested by
those performing the certification; and

.5  cooperating with the verification team to enable the
certification objectives to be achieved.

4.15.3 Where major non-conformities are identified, Administrations and
recognized organizations should comply with the procedures stated in the
Procedures concerning observed ISM Code major non-conformities (MSC/
Circ.1059-MEPC/Circ.401).

416  Responsibilities of the organization performing
the ISM Code certification

The organization performing the ISM Code certification is responsible for
ensuring that the verification and certification process is performed according
to the ISM Code and these revised guidelines. This includes management
control of all aspects of the certification in accordance with the appendix to
these revised guidelines.

4.17  Responsibilities of the verification team

4.17.1  Whether or not the verifications involved with certification are
performed by a team, one person should be in charge of the verification. The
leader should be given the authority to make final decisions regarding the
conduct of the verification and any observations. His or her responsibilities
should include:

.1 preparation of a plan for the verification; and

.2 submission of the report of the verification.

4.17.2 Personnel participating in the verification are responsible for
complying with the requirements governing the verification, ensuring
confidentiality of documents pertaining to the certification and treating
privileged information with discretion.
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Appendix
Standards on ISM Code certification arrangements

1 Introduction

The audit team involved with I1SM Code certification and the organization
under which it may be managed should comply with the specific requirements
stated in this appendix.

2 Standard of management

2.1 Organizations managing verification of compliance with the 1ISM
Code should have, in their own organization, competence in relation to:

.1 ensuring compliance with the rules and regulations, including
certification of seafarers, for the ships operated by the
company;

.2 approval, survey and certification activities;

.3 thetermsofreference that must be taken into account under the
safety management system as required by the ISM Code; and

.4 practical experience of ship operation.

2.2 The Convention requires that organizations recognized by
Administrations for issuing a Document of Compliance and a Safety
Management Certificate at their request should comply with the Guidelines
for the authorization of organizations acting on behalf of the Administration
(resolution A.739(18)),” and the Specifications on the survey and certification
functions of recognized organizations acting on behalf of the Administration
(resolution A.789(19)).

2.3 Any organization performing verification of compliance with the
provisions of the ISM Code should ensure that the personnel providing
consultancy services and those involved in the certification procedure are
independent of one another.

" As amended by resolution MSC.208(81).
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3 Standards of competence

3.1 ISM Code certification scheme management

Management of ISM Code certification schemes should be carried out by
those who have practical knowledge of ISM Code certification procedures
and practices.

3.2 Basic competence for performing verification

3.2.1  In order to participate in the verification of compliance with the
ISM Code, personnel should have at least five years’ experience in areas
relevant to the technical or operational aspects of safety management and a
minimum of formal education comprising the following:

.1 qualifications from a tertiary institution recognized by the
Administration or the recognized organization in a relevant
field of engineering or physical science (minimum two-year
programme); or

.2 qualifications from a marine or nautical institution and
relevant seagoing experience as a certified ship officer.

3.2.2  They should have undergone training and be able to demonstrate
competence with regard to:

.1 principles and practice of management systems auditing;

.2 the requirements of the ISM Code and its interpretation and
application;

.3 mandatory rules and regulations and applicable codes,
guidelines and standards recommended by IMO, flag States,
classification societies and maritime industry organizations;
and

.4 basic shipboard operations, including emergency
preparedness and response.

3.2.3  The time spent on and the level of detail required for each of the
topics listed in paragraph 3.2.2 should be appropriate to the qualifications
and experience of the trainees, their existing competence in each subject
and the number of training audits to be carried out.

3.2.4  In order to assess fully whether the company or the ship complies
with the requirements of the ISM Code, personnel who are to perform
verifications for a Document of Compliance or a Safety Management
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Certificate must possess, in addition to the basic competence stated under
paragraphs 3.2.1 and 3.2.2 above, the competence to:

.1 determine whether the safety management system elements
conform with the requirements of the ISM Code;

2 determine the effectiveness of the company’s safety
management system, or that of the ship, in order to ensure
compliance with rules and regulations as evidenced by the
statutory and classification survey records;

3 assess the effectiveness of the safety management system
to ensure compliance with other rules and regulations that
are not covered by statutory and classification surveys and
to enable verification of compliance with those rules and
regulations; and

4 assess whether the safe practices recommended by IMO,
Administrations, classification societies and maritime industry
organizations have been taken into account.

3.2.5  This competence can be met by teams whose members together
possess the total competence required.

3.2.6  Participation in verification of compliance with other management
standards may be considered as equivalent to participation in verification of
compliance with the ISM Code.

3.3 Practical training for performing verification

3.3.1  In order to acquire the competences set out in paragraph 3.2.2
above, a person authorized to carry out ISM audits must have completed
at least four training audits under the supervision of suitably qualified and
experienced auditors and in accordance with the following criteria:

.1 atleast one of the ISM audits must be a company audit;
.2 at least one of the ISM audits must be a shipboard audit; and

.3 the training audits may be initial, renewal, annual or
intermediate audits; additional audits may be used, but only
where they are fully scoped audits covering all elements of
the ISM Code and all aspects of the management system.

3.3.2  Thetrainingaudits described in paragraph 3.3.1 above constitute the
minimum requirement, and procedures should be established for ensuring
and demonstrating that the competences required in paragraph 3.2.2 have
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been achieved. The final number of training audits should be sufficient not
only to demonstrate competence, but also to ensure that the prospective
auditor has had sufficient practice to provide the confidence necessary to
work alone.

4 Qualification arrangements

Organizations performing ISM Code certification should have implemented
a documented system for qualification and continuous updating of the
knowledge and competence of personnel who are to perform verification
of compliance with the ISM Code. This system should comprise theoretical
training courses covering all the competence requirements and the
appropriate procedures connected to the certification process, as well as
practical tutored training, and should provide documented evidence of
satisfactory completion of the training.

5 Certification procedures and instructions

Organizations performing ISM Code certification should have implemented
a documented system to ensure that the certification process is performed in
accordance with this standard. This system should include procedures and
instructions for the following:

N contract agreements with companies;

2 planning, scheduling and performing verification;
.3 reporting results from verification;
4

issuing Documents of Compliance, Safety Management
Certificates and Interim Documents of Compliance and
Safety Management Certificates; and

.5  corrective action and follow-up of verifications, including
actions to be taken in cases of major non-conformity.
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approved on 28 June 2013

Revised Guidelines for the operational
implementation of the International Safety
Management (ISM) Code by Companies

1 Introduction

1.1 The ISM Code

111 The International Management Code for the Safe Operation
of Ships and for Pollution Prevention (International Safety Management
(ISM) Code) was adopted by the Organization by resolution A.741(18) and
became mandatory by virtue of the entry into force on 1 July 1998 of SOLAS
chapter IX on Management for the safe operation of ships. The ISM Code
provides an international standard for the safe management and operation of
ships and for pollution prevention.

1.1.2  The Maritime Safety Committee, at its ninety-second session
(12 to 21 June 2013), adopted by resolution MSC.353(92) amendments to
sections 3, 6, 12, 14, and footnotes of the ISM Code. As a result, it was
necessary to revise the Guidelines for the operational implementation of the
International Safety Management (ISM) Code by Companies (MSC-MEPC.7/
Circ.5) which are superseded by these Revised Guidelines.

1.1.3  The ISM Code requires that companies establish safety objectives
as described in section 1.2 (Objectives) of the ISM Code, and in addition
that the companies develop, implement and maintain a safety management
system which includes functional requirements as listed in section 1.4
(Functional requirements for a safety management system) of the ISM Code.

1.1.4  The application of the ISM Code should support and encourage
the development of a safety culture in shipping. Success factors for the
development of a culture that promotes safety and environmental protection
are, inter alia, commitment, values and beliefs and clarity of the safety
management system.
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2 Scope and application

2.1 Definitions

The terms used in these Revised Guidelines have the same meaning as those
given in the ISM Code.

2.2 Scope and application

2.21 These Revised Guidelines establish the basic principles for:
.1 reviewing the safety management system by a company;
.2 therole of the designated person under the ISM Code;

.3 reporting and analysing of non-conformities, accidents and
hazardous occurrences (including near misses);

.4 performing internal audits and management reviews,

and do not reduce or replace the company’s responsibilities outlined in the
ISM Code.

3 Development of the safety management system

3.1 The ISM Code requires that companies establish safety objectives
as described in section 1.2 of the ISM Code, and in addition that companies
develop, implement and maintain a safety management system (SMS) which
includes functional requirements as listed in section 1.4 of the ISM Code.

3.2 Given the self-regulatory principles of the ISM Code, the internal
verification and review processes are key elements in the implementation
of each SMS. The company should consider the outcome of internal audits,
internal SMS reviews and analysis of non-conformities, accidents and
hazardous occurrences to enhance the effectiveness of operations and
procedures within their SMS. To comply with the Code, the company should:

.1 designate a person or persons with direct access to the highest
level of management who should monitor the safe operation
of each ship (section 4);

.2 ensure that adequate resources and shore-based support are
provided to enable the designated person or persons to carry
out their functions (section 3.3);

.3 define and document the master’s responsibility with regard
to reviewing the safety management system and reporting its
deficiencies to the shore-based management (section 5.1);
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.4 establish procedures for reporting and analysis of non-
conformities, accidents and hazardous occurrences
(section 9.1);

.5  periodically evaluate the effectiveness of, and when needed,
review of, the safety management system (section 12.2); and

.6 perform internal audits to verify whether safety management
activities comply with the requirements of the safety
management system (section 12.1).

4 Designated person

4.1 A key role, as identified by the ISM Code, in the effective
implementation of a safety management system is that of the designated
person. This is the person based ashore whose influence and responsibilities
should significantly affect the development and implementation of a safety
culture within the company.

4.2 The designated person should verify and monitor all safety and
pollution prevention activities in the operation of each ship. This monitoring
should include, at least, the following internal processes:

.1 communication and implementation of the safety and
environmental protection policy;

.2 evaluation and review of the effectiveness of the safety
management system;

.3 reporting and analysis of non-conformities, accidents and
hazardous occurrences;

.4 organizing and monitoring of internal audits including
verification of independence and training of internal auditors;

.5 appropriate revisions to the SMS; and

.6 ensuring that adequate resources and shore-based support as
identified in paragraph 4.3 are provided by the company.

4.3 To enable the designated person to carry out this role effectively,
the company should provide adequate resources and shore-based support.
These include:

1 personnel resources;

.2 material resources;
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any training required;

4 clearly defined and documented responsibility and authority;
and

.5 authority for reporting non-conformities and observations to
the highest level of management.

4.4 Designated persons should have the qualifications, training and
experience as set out in MSC-MEPC.7/Circ.6,” to effectively verify and
monitor the implementation of the safety management system in compliance
with the ISM Code.

5 Review of the safety management system (SMS)

5.1 The company should periodically review and evaluate the
effectiveness of the SMS in accordance with procedures established by
the company. Further, it is one of the master’s responsibilities to review
periodically the SMS and to report its deficiencies to the shore-based
management.

5.2 Management reviews support companies’ efforts in achieving the
general safety management objectives as defined in section 1.2.2 of the
ISM Code. Based upon the results of such reviews, the company should
implement measures to improve further the effectiveness of the system. The
review should be performed on a periodical basis as defined by the company
or when needed, e.g. in case of serious system failures. Any deficiencies
found during the management review should be provided with appropriate
corrective action taking into account the company’s objectives. The results
of such reviews should be brought to the attention of all personnel involved
in a formal way. The management review should at least take into account
the results of the internal audits, any non-conformities reported by the
personnel, the master’s reviews, analysis of non-conformities, accidents and
hazardous occurrences and any other evidence of possible failure of the
SMS, like non-conformities by external parties, PSC inspection reports, etc.

6 Reporting and analysing of non-conformities,
observations, accidents and hazardous occurrences
6.1 The SMS should contain procedures to ensure that non-conformities,

observations and hazardous occurrences are reported to the responsible
person of the management. The company should have a system in place for

* Refer to the following circular in this publication (see page 67).
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recording, investigating, evaluating, reviewing and analysing such reports,
and to take action as appropriate.

6.2 The system should ensure such reports are reviewed and evaluated
by the responsible person(s) in order to determine appropriate corrective
action and to ensure that recurrences are avoided. The evaluation of reports
may result in:

.1 appropriate corrective actions;
.2 amendments to existing procedures and instructions; and

.3 development of new procedures and instructions.

6.3 The responsible person should properly monitor the follow-up and
closing-out of the non-conformities/deficiency reports. The receipt of reports
should be acknowledged to those persons who have raised the reports. This
should include the status of the report and any decisions made.

6.4 The company should encourage the reporting of near misses to
maintain and improve safety awareness. The reporting and analysis of such
incidents are essential for an effective risk assessment by the company,
especially where accident information is not available.

7 Internal audits

7.1 Companies should carry out internal shore-based and shipboard
audits at intervals not exceeding 12 months to verify whether shore-based
and shipboard activities comply with the SMS. In exceptional circumstances
as documented by the company, this period may be exceeded by not more
than three months. These internal verifications should be prepared and
conducted in accordance with procedures established by the company. The
procedures should at least consider the following elements:

| responsibilities;
competence and selection of auditors;

audit scheduling;

executing the audit;

2
3
.4 preparing and planning the audit;
5
6  audit report; and

7

corrective action follow-up.
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8 Qualifications, training and experience

8.1 The ISM Code requires the company to ensure that all personnel
involved in the company’s SMS have an adequate understanding of relevant
rules, regulations, codes and guidelines. The company should ensure that
all personnel have the qualifications, training and experience that may be
required in support of the SMS. All persons performing internal audits should
have successfully completed a relevant auditor training course.

9 The company’s responsibilities

The company which has taken over all the duties and responsibilities imposed
by the Code should provide adequate resources (e.g. technical, financial
and human resources) to ensure that the safety management objectives
will be achieved. ISM-related tasks being carried out by the company’s
branch offices or by external entities should be outlined in the SMS. The
company should verify that all those undertaking ISM-related tasks perform
in accordance with established procedures.
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Guidance on the qualifications, training
and experience necessary for undertaking
the role of the designated person under the
provisions of the International Safety
Management (ISM) Code

1 Introduction

The present Guidance applies to persons undertaking the role of the designated
person under the provisions of the International Safety Management (ISM)

Code.

2 Qualifications

2.1 Designated person should have a minimum of formal education as
follows:

.1 qualifications from a tertiary institution recognized by the
Administration or by the recognized organization, within
a relevant field of management, engineering or physical

science, or

.2 qualifications and seagoing experience as a certified ship
officer pursuant to the International Convention on Standards
of Training, Certification and Watchkeeping for Seafarers

(STCW), 1978, as amended, or

.3 other formal education combined with not less than three
years’ practical senior level experience in ship management

operations.
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3 Training

3.1 Designated person should have undergone training relating to
safety management elements in compliance with the requirements of the
ISM Code, particularly with regard to:

A knowledge and understanding of the ISM Code;

2 mandatory rules and regulations;

.3 applicable codes, guidelines and standards as appropriate;

4  assessment techniques of examining, questioning, evaluating
and reporting;

.5 technical or operational aspects of safety management;

.6 appropriate knowledge of shipping and shipboard operations;

.7 participation in at least one marine-related management
system audit; and

.8  effective communications with shipboard staff and senior
management.

4 Experience
4.1 Designated person should have experience to:

.1 present ISM matters to the highest level of management
and gain sustained support for safety management system
improvements;

.2 determine whether the safety management system elements
meet the requirements of the ISM Code;

.3 determine the effectiveness of the safety management
system within the company and the ship by using established
principles of internal audit and management review to ensure
compliance with rules and regulations;

4 assess the effectiveness of the safety management system in

ensuring compliance with other rules and regulations which
are not covered by statutory and classification surveys and
enabling verification of compliance with these rules and
regulations;
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.5 assess whether the safe practices recommended by the
Organization, Administrations, classification societies, other
international bodies and maritime industry organizations to
promote a safety culture had been taken into account; and

6  gather and analyse data from hazardous occurrences,
hazardous situations, near misses, incidents and accidents and
apply the lessons learnt to improve the safety management
system within the company and its ships.

5 Company requirements and records

5.1 Thecompany should provide training courses covering qualification,
training and experience and the appropriate procedures connected to
compliance with the ISM Code including practical training and continuous
updating. The company should also provide documentary evidence that the
designated person has the relevant qualification, training and experience to
undertake the duties under the provisions of the ISM Code.
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Guidance on near-miss reporting

1 Introduction

1.1 Companies should investigate near misses as a regulatory
requirement under the “Hazardous Occurrences” part of the ISM Code.
Aside from the fact that near-miss reporting is a requirement, it also makes
good business and economic sense because it can improve vessel and crew
performance and, in many cases, reduce costs. Investigating near misses is
an integral component of continuous improvement in safety management
systems. This benefit can only be achieved when seafarers are assured that
such reporting will not result in punitive measures. Learning the lessons from
near misses should help to improve safety performance since near misses
can share the same underlying causes as losses.

1.2 For a company to realize the fullest potential benefits of near-miss
reporting, seafarers and onshore employees need to understand the definition
of a near miss to ensure that all near misses are reported. The company also
needs to be clear about how the person who reports the near miss and
those persons involved will be treated. The guidance that follows suggests
that the company should encourage near-miss reporting and investigation by
adopting a “just culture” approach.

1.3 A “just culture” features an atmosphere of responsible behaviour
and trust whereby people are encouraged to provide essential safety-
related information without fear of retribution. However, a distinction is
drawn between acceptable and unacceptable behaviour. Unacceptable
behaviour will not necessarily receive a guarantee that a person will not face
consequences.

1.4 It is a crucial requirement that the company clearly define the
circumstances in which it will guarantee a non-punitive outcome and
confidentiality. The company should provide training and information about
its approach to “just culture” near-miss reporting and investigation for all
persons involved.
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2 Defining near miss

2.1 Near miss: A sequence of events and/or conditions that could
have resulted in loss. This loss was prevented only by a fortuitous break in
the chain of events and/or conditions. The potential loss could be human
injury, environmental damage, or negative business impact (e.g. repair or
replacement costs, scheduling delays, contract violations, loss of reputation).

2.2 Some general examples of a near miss help to illustrate this
definition:

.1 Any event that leads to the implementation of an emergency
procedure, plan or response and thus prevents a loss. For
example, a collision is narrowly avoided; or a crew member
double checks a valve and discovers a wrong pressure reading
on the supply side.

.2 Any event where an unexpected condition could lead to
an adverse consequence, but which does not occur. For
example, a person moves from a location immediately before
a crane unexpectedly drops a load of cargo there; or a ship
finds itself off course in normally shallow waters but does not
ground because of an unusually high spring tide.

.3 Anydangerous or hazardous situation or condition that is not
discovered until after the danger has passed. For example,
a vessel safely departs a port of call and discovers several
hours into the voyage that the ship’s radio was not tuned to
the Harbour Master’s radio frequency; or it is discovered that
ECDIS display’s scale does not match the scale, projection, or
orientation of the chart and radar images.

3 Overcoming barriers to reporting near misses

3.1 There are many barriers related to the reporting of near misses. In
many cases, near misses are only known by the individual(s) involved who
chose to report or not report the incident. Some of the main barriers to
the reporting of near misses include the fear of being blamed, disciplined,
embarrassed, or found legally liable. These are more prevalent in an
organization that has a blame-oriented culture. Amongst other barriers
are unsupportive company management attitudes such as complacency
about known deficiencies, insincerity about addressing safety issues and
discouragement of the reporting of near misses by demanding that seafarers
conduct investigations in their own time.
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3.2 These barriers can be overcome by management initiatives such as:

.1 Encouraging a “just culture” in the company which covers
near-miss reporting.

.2 Assuring confidentiality for reporting near misses, both
through company policy and by “sanitizing” analyses and
reports so that personal information (information identifying
an individual) of persons associated with a near miss is
removed and remains confidential. Personal information
should not be retained once the investigation and reporting
processes are complete.

.3 Ensuring that investigations are adequately resourced.

.4  Following through on the near-miss report suggestions and
recommendations. Once a decision has been made to
implement, or not implement, the report’s recommendations
should be disseminated widely.

4 The near-miss investigation process

4.1 As a minimum, the following information should be gathered about
any near miss:

.1 Who and what was involved?

.2 What happened, where, when, and in what sequence?

.3 What were the potential losses and their potential severity?
4 What was the likelihood of a loss being realized?

.5 What is the likelihood of a recurrence of the chain of events
and/or conditions that led to the near miss?

4.2 The answer to these questions will determine if an in-depth
investigation is needed, or if a cursory report will suffice. An in-depth
investigation is required of those near misses which are likely to recur and/or
which could have had severe consequences.

4.3 Once a decision has been taken to proceed with a full investigation,
further decisions are taken about levels of staffing required, who should be
responsible, and what resources are required for the investigation to be
completed successfully. The main steps in the investigation are:
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Gathering near-miss information

4.4 Regardless of the nature of the near miss, the basic categories of
data that should be gathered include: people, paper documents, electronic
data, physical, and position/location. These data are vital for ensuring that an
understanding can be reached about what, how, who, and eventually why
the near miss occurred. Data gathering is done by interviews of key personnel
and the collection of physical, position and location data, using such things
as photographs, VDR recordings, charts, logs, or any damaged components.
Furthermore, information should be gathered regarding safeguards in place
to protect the persons on board and the public, and the operational systems
impacting the near-miss event.

Analysing information

4.5 Applying data analysis techniques helps to identify information that
still needs to be collected to resolve open questions about the near miss and
its causes. This can make the collection of additional data more efficient.
The end goal of this activity is to identify all causal factors.

Identifying causal factors

4.6 At this point the who, what, where, why, and when of the near
miss is understood, and the human errors, structural/machinery/equipment/
outfitting problems, and external factors that led to the near miss, have
been identified. The next step is to better understand the causal factors that
contributed to the near miss. There are a variety of identification methods for
this purpose, including taxonomies of causes. These can be used for deep
probing past the most evident causes.

Developing and implementing recommendations

4.7 Any recommendations made need to address all of the identified
causal factors to improve organizational and shipboard policies, practices
and procedures. Implementing appropriate recommendations is the key to
eliminating or reducing the potential for the reoccurrence of similar near
misses or more serious losses.

5 Completing the investigation

5.1 Completion of the investigation process requires the generation
of a report (either brief or extensive, depending on the depth of analysis
performed and the extent of risk), and collating and storing the information
in a way that supports subsequent (long-term) trend analysis.
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5.2 The ultimate objective of near-miss reporting and investigating is to
identify areas of concern and implement appropriate corrective actions to
avoid future losses. To do so requires that reports are to be generated, shared,
read, and acted upon. Companies are encouraged to consider whether their
report should be disseminated to a wider audience.

5.3 It may take years for safety trends to be discerned, and so reporting
must be archived and revisited on a timely basis. Near-miss reports should
be considered along with actual casualty or incident reports to determine
trends. There should be consistency in the identification and nomenclature
of causal factors across near-miss and casualty/incident reports.
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Resolution MSC.428(98)
adopted on 16 June 2017

Maritime Cyber Risk Management in Safety
Management Systems

THE MARITIME SAFETY COMMITTEE,

RECOGNIZING the urgent need to raise awareness on cyber risk threats and
vulnerabilities to support safe and secure shipping, which is operationally
resilient to cyber risks,

RECOGNIZING ALSO that Administrations, classification societies, shipowners
and ship operators, ship agents, equipment manufacturers, service providers,
ports and port facilities, and all other maritime industry stakeholders should
expedite work towards safeguarding shipping from current and emerging
cyber threats and vulnerabilities,

BEARING IN MIND MSC-FAL.1/Circ.3 on Guidelines on Maritime Cyber Risk
Management approved by the Facilitation Committee, at its forty-first session
(4 to 7 April 2017), and by the Maritime Safety Committee, at its ninety-eighth
session (7 to 16 June 2017), which provides high-level recommendations for
Maritime Cyber Risk Management that can be incorporated into existing risk
management processes and are complementary to the safety and security
management practices established by this Organization,

RECALLING resolution A.741(18) by which the Assembly adopted the
International Management Code for the Safe Operation of Ships and for
Pollution Prevention (International Safety Management (ISM) Code) and
recognized, inter alia, the need for appropriate organization of management
to enable it to respond to the need of those on board ships to achieve and
maintain high standards of safety and environmental protection,

NOTING the objectives of the ISM Code which include, inter alia, the provision
of safe practices in ship operation and a safe working environment, the
assessment of all identified risks to ships, personnel and the environment, the
establishment of appropriate safeguards, and the continuous improvement of
safety management skills of personnel ashore and aboard ships,
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1 AFFIRMS that an approved safety management system should take
into account cyber risk management in accordance with the objectives and
functional requirements of the ISM Code;

2 ENCOURAGES Administrations to ensure that cyber risks are
appropriately addressed in safety management systems no later than the
first annual verification of the company’s Document of Compliance after
1 January 2021;

3 ACKNOWLEDGES the necessary precautions that could be needed to
preserve the confidentiality of certain aspects of cyber risk management;

4 REQUESTS Member States to bring this resolution to the attention of
all stakeholders.
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MSC-FAL.1/Circ.3
approved on 5 July 2017

Guidelines on Maritime Cyber Risk Management

1 Introduction

1.1 These Guidelines provide high-level recommendations for Maritime
Cyber Risk Management. For the purpose of these Guidelines, maritime
cyber risk refers to a measure of the extent to which a technology asset
is threatened by a potential circumstance or event, which may result in
shipping-related operational, safety or security failures as a consequence of
information or systems being corrupted, lost or compromised.

1.2 Stakeholders should take the necessary steps to safeguard shipping
from current and emerging threats and vulnerabilities related to digitization,
integration and automation of processes and systems in shipping.

1.3 For details and guidance related to the development and
implementation of specific risk management processes, users of these
Guidelines should refer to specific Member Governments’ and Flag
Administrations’ requirements, as well as relevant international and industry
standards and best practices.

1.4 Risk management is fundamental to safe and secure shipping
operations. Risk management has traditionally been focused on operations
in the physical domain, but greater reliance on digitization, integration,
automation and network-based systems has created an increasing need for
cyber risk management in the shipping industry.

1.5 Predicated on the goal of supporting safe and secure shipping,
which is operationally resilient to cyber risks, these Guidelines provide
recommendations that can be incorporated into existing risk management
processes. In this regard, the Guidelines are complementary to the safety
and security management practices established by this Organization.
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2 General
2.1 Background

2.1.1  Cybertechnologies have become essential to the operation and
managementof numerous systems criticaltothe safety and security of ship ping
and protection of the marine environment. In some cases, these systems are
to comply with international standards and Flag Administration requirements.
However, the vulnerabilities created by accessing, interconnecting or
networking these systems can lead to cyber risks which should be addressed.
Vulnerable systems could include, but are not limited to:

.1 Bridge systems;
.2 Cargo handling and management systems;

.3 Propulsion and machinery management and power control
systems;

Access control systems;

4
.5  Passenger servicing and management systems;
6  Passenger facing public networks;

7

Administrative and crew welfare systems; and

.8  Communication systems.

2.1.2  The distinction between information technology and operational
technology systems should be considered. Information technology systems
may be thought of as focusing on the use of data as information. Operational
technology systems may be thought of as focusing on the use of datato control
or monitor physical processes. Furthermore, the protection of information
and data exchange within these systems should also be considered.

2.1.3  While these technologies and systems provide significant efficiency
gains for the maritime industry, they also present risks to critical systems and
processes linked to the operation of systems integral to shipping. These risks
may result from vulnerabilities arising from inadequate operation, integration,
maintenance and design of cyber-related systems, and from intentional and
unintentional cyberthreats.

2.1.4 Threats are presented by malicious actions (e.g. hacking or
introduction of malware) or the unintended consequences of benign actions
(e.g. software maintenance or user permissions). In general, these actions
expose vulnerabilities (e.g. outdated software or ineffective firewalls) or
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exploit a vulnerability in operational or information technology. Effective
cyber risk management should consider both kinds of threat.

2.1.5  Vulnerabilities can result from inadequacies in design, integration
and/or maintenance of systems, as well as lapses in cyberdiscipline. In
general, where vulnerabilities in operational and/or information technology
are exposed or exploited, either directly (e.g. weak passwords leading to
unauthorized access) or indirectly (e.g. the absence of network segregation),
there can be implications for security and the confidentiality, integrity and
availability of information. Additionally, when operational and/or information
technology vulnerabilities are exposed or exploited, there can be implications
for safety, particularly where critical systems (e.g. bridge navigation or main
propulsion systems) are compromised.

2.1.6  Effective cyber risk management should also consider safety and
security impacts resulting from the exposure or exploitation of vulnerabilities
in information technology systems. This could result from inappropriate
connection to operational technology systems or from procedural lapses by
operational personnel or third parties, which may compromise these systems
(e.g. inappropriate use of removable media such as a memory stick).

2.1.7  Further information regarding vulnerabilities and threats can be
found in the additional guidance and standards referenced in section 4.

2.1.8  These rapidly changing technologies and threats make it difficult
to address these risks only through technical standards. As such, these
Guidelines recommend a risk management approach to cyber risks that is
resilient and evolves as a natural extension of existing safety and security
management practices.

2.1.9  In considering potential sources of threats and vulnerabilities and
associated risk mitigation strategies, a number of potential control options
for cyber risk management should also be taken into consideration, including
amongst others, management, operational or procedural, and technical
controls.

2.2 Application

2.21  These Guidelines are primarily intended for all organizations in
the shipping industry, and are designed to encourage safety and security
management practices in the cyberdomain.

2.2.2  Recognizing that no two organizations in the shipping industry are
the same, these Guidelines are expressed in broad terms in order to have a
widespread application. Ships with limited cyber-related systems may find a
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simple application of these Guidelines to be sufficient; however, ships with
complex cyber-related systems may require a greater level of care and should
seek additional resources through reputable industry and Government
partners.

2.2.3  These Guidelines are recommendatory.

3 Elements of cyber risk management

3.1 For the purpose of these Guidelines, cyber risk management
means the process of identifying, analysing, assessing, and communicating
a cyber-related risk and accepting, avoiding, transferring, or mitigating it
to an acceptable level, considering costs and benefits of actions taken to
stakeholders.

3.2 The goal of maritime cyber risk management is to support safe and
secure shipping, which is operationally resilient to cyber risks.

3.3 Effective cyber risk management should start at the senior
management level. Senior management should embed a culture of cyber
risk awareness into all levels of an organization and ensure a holistic and
flexible cyber risk management regime that is in continuous operation and
constantly evaluated through effective feedback mechanisms.

3.4 One accepted approach to achieve the above is to comprehensively
assess and compare an organization’s current, and desired, cyber risk
management postures. Such a comparison may reveal gaps that can be
addressed to achieve risk management objectives through a prioritized cyber
risk management plan. This risk-based approach will enable an organization
to best apply its resources in the most effective manner.

3.5 These Guidelines present the functional elements that support
effective cyber risk management. These functional elements are not
sequential - all should be concurrent and continuous in practice and should
be incorporated appropriately in a risk management framework:

.1 Identify: Define personnel roles and responsibilities for cyber
risk management and identify the systems, assets, data and
capabilities that, when disrupted, pose risks to ship operations.

.2 Protect: Implement risk control processes and measures, and
contingency planning to protect against a cyber-event and
ensure continuity of shipping operations.
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.3 Detect: Develop and implement activities necessary to detect
a cyberevent in a timely manner.

4 Respond: Develop and implement activities and plans to
provide resilience and to restore systems necessary for
shipping operations or services impaired due to a cyber-event.

.5 Recover: Identify measures to back-up and restore cyber
systems necessary for shipping operations impacted by a
cyber-event.

3.6 These functional elements encompass the activities and desired
outcomes of effective cyber risk management across critical systems affecting
maritime operations and information exchange, and constitute an ongoing
process with effective feedback mechanisms.

3.7 Effective cyber risk management should ensure an appropriate
level of awareness of cyber risks at all levels of an organization. The
level of awareness and preparedness should be appropriate to roles and
responsibilities in the cyber risk management system.

4 Best practices for implementation of cyber risk
management
4.1 The approach to cyber risk management described herein provides a

foundation for better understanding and managing cyber risks, thus enabling
a risk management approach to address cyberthreats and vulnerabilities.
For detailed guidance on cyber risk management, users of these Guidelines
should also refer to Member Governments’ and Flag Administrations’
requirements, as well as relevant international and industry standards and
best practices.

4.2 Additional guidance and standards may include, but are not limited
to:"

.1 The Guidelines on Cyber Security Onboard Ships produced
and supported by BIMCO, CLIA, ICS, INTERCARGO,
INTERTANKO, OCIMF and IUMI.

" The additional guidance and standards are listed as a non-exhaustive reference to
further detailed information for users of these Guidelines. The referenced guidance
and standards have not been issued by the Organization and their use remains at the
discretion of individual users of these Guidelines.
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.2 ISONEC 27001 standard on Information technology — Security
techniques - Information security management systems -
Requirements. Published jointly by the International Organization
for Standardization (1ISO) and the International Electrotechnical
Commission (IEC).

.3 United States National Institute of Standards and Technology’s
Framework for Improving Critical Infrastructure Cybersecurity
(the NIST Framework).

4.3 Reference should be made to the most current version of any
guidance or standards utilized.
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The International Safety Management (ISM) Code with

guidelines for its implementation provides an international
standard for the safe management and operation of ships and

for pollution prevention. It is an essential reference for maritme
administrations, shipowners and operators, shipping companies,
training providers and education institutes, shipbuilders, engine
and equipment manufacturers and others with interest in ensuring
safety at sea and prevention of damage to the environment.

This publication includes the texts of SOLAS chapter IX and
the ISM Code. Additionally, Guidelines for the operational
implementation of the International Safety Management (ISM)
Code by Companies (MSC-MEPC.7/Circ.8), Guidance on the
qualifications, training and experience necessary for undertaking
the role of the designated person under the provisions of the
ISM Code (MSC-MEPC.7/Circ.6), Guidance on near-miss
reporting (MSC-MEPC.7/Circ.7), Guidelines on Maritime
Cyber Risk Management (MSC-FAL.1/Circ.3) and resolution
MSC428[98) on Maritime Cyber Risk Management in Safety
Manddement Systems are included.
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